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Security Architect & Al Safety Engineer | CAISO - CAIT - CATP | Ex-DRDO (SAG)
+91 8920948990 | paarthbhatt37@gmail.com | Faridabad, India | Portfolio | GitHub | LinkedIn | X

Ex-DRDO (SAG) Cyber Security Intern and Al Safety Engineer. Certified Al Security Officer (CAISO), Al Threat Hunter (CAIT), and
Al Trust Practitioner (CATP). Specializing in LLM security, autonomous threat systems, and offensive security engineering. 4x
hackathon winner. Top 6% globally on TryHackMe.

TECHNICAL SKILLS

Offensive Security: Penetration Testing, Web App Security, Vulnerability Assessment, OSINT, Exploit Development, OWASP Top
10.

Defensive / Al: LLM Security, Prompt Injection Mitigation, Threat Intelligence, SOC Operations, Agentic Al, MCP.

Tools: Burp Suite, Metasploit, Nmap, Wireshark, Docker, Linux (Kali/Debian), Git, PostgreSQL, Redis.

Dev Stack: Python, TypeScript, JavaScript, C++, Next.js, React, Three.js, Node.js.

EXPERIENCE

Cyber Security Intern | DRDO (SAG), Ministry of Defence, Govt. of India | Jun 2026 — Jul 2026
« Conducted whitebox and blackbox web application penetration testing; identified vulnerabilities and delivered proof-of-concept
exploits on classified government-grade systems.

« Surfaced critical attack vectors across SAG division infrastructure using industry-standard offensive methodologies.
Cybersecurity and Al Intern | Cisco Networking Academy x NIIT Foundation | Jul — Aug 2025

« Trained on threat detection pipelines, network defense architecture, and Al-driven security analysis.
Web Developer Intern | LaunchED Global | Feb — Apr 2025

« Delivered production dashboards in React.js; applied secure coding practices across the development lifecycle.
Technical Team Member | TEDXNIIT University | Aug 2024 — Feb 2025

« Built the official event website and led technical infrastructure over a 7-month university-scale engagement.
Tech Team Member | siNUsoid | Aug 2024 — Jan 2025

« Managed competition infrastructure, event logistics, and technical support at the university technology festival.

PROJECTS

Entropy Firewall | Python | Open Source
« Architected a production-ready LLM firewall intercepting Al requests in real time with sub-millisecond latency.
« 28+ detection patterns across 8 OWASP categories with a Redis-backed rate limiter and PII redaction engine.
Atreides Framework | TypeScript | Agentic Al
« Built an autonomous agent execution framework with long-context memory compaction and threat-resilient workflow isolation.
» Engineered for high-reliability agentic pipelines where security guarantees and state continuity are hard requirements.
Guardiant — Al Code Security Scanner | TypeScript, Docker, Node.js
« Multi-agent vulnerability scanner for Al-generated code that surfaces zero-days traditional static analysis misses.
« 8-agent parallel scanning architecture with an orchestrator layer and research-driven analysis engine.

ACHIEVEMENTS & CERTIFICATIONS
¢ CAISO - CAIT - CATP (CISO Network Academy, 2026) — Certified Al Security Officer - Al Threat Hunter - Al Trust Practitioner.
» 2nd Place, Hackfest 2.0 (GDG Cloud New Delhi, Feb 2026) — $850 prize; shipped a live Al product in 24 hours among 1,000+
participants.
* Winner, MCA Eagles' CodeNest 2025 (Top 3, App Category | Devpost) — Recognized for innovative engineering under
competition pressure.
« 1st Place, Design Dojo (siNUsoid V8, NIIT University) | Hackorate (siNUsoid V9) — Two additional hackathon wins in 2025.
* Top 6% Globally on TryHackMe — SOC Level 1 and Junior Pentester paths completed; active CTF participant.
« 9 Verified Certifications — Cisco (Junior Cybersecurity Analyst), ArcX (Threat Intelligence), CISA (ICS Security x3),
TryHackMe, GitHub Foundations, DevTown.

EDUCATION
B.Tech in Computer Science and Engineering | NIIT University | 2024 — 2028
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